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Abbreviations

OHS
OEL
HPDs
PEL
HAV
WBV
r.m.s.
Pb
Hg

Ni

Cd
LEL
UEL
CO
CO;
NO
NO;
CH4

Occupational Health and Safety
Occupational Exposure Limit
Hearing Protective Devices
Permissible Exposure Level
Hand-arm Vibrations

Whole Body Vibrations
root-mean-square

Lead

Mercury

Nickel

Cadmium

Lower explosion limits
Upper explosion limits
Carbon Monoxide

Carbon Dioxide

Nitrogen Monoxide

Nitrogen Dioxide

Methane

CVCE Confined Vapor Cloud Explosion
WBGT Wet Bulb Globe Temperature

ATEX
NIHL
RH
MSDs
ECG
PPG
ACHT
CRH
GSR
EDA

Explosive Atmospheres
Noise-induced hearing loss
Relative Humidity
Musculoskeletal disorders
Electrocardiogram
Photoplethysmography
Adrenocorticotropic hormone
Corticotropin-releasing hormone
Galvanic Skin Response
Electro dermal activity

COPD Chronic Obstructive Pulmonary Disease

FSS
PVT
KSS
PMT
GM

Fatigue Severity Scale
Psychomotor Vigilance Test
Karolinska Sleepiness Scale
Photomultiplier tube
Geiger-Mueller
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STF  Slips, trips and falls

BBS Behavior-Based Safety

NDIR Non-dispersive infrared sensor
RCD Residual current device



Deliverable D3.2

1. Executive Summary

This deliverable provides a detailed description of the data gathering platform that will be
implemented on top of all innovative field devices of the project, such as the sensors, and that
will allow processing, low level and application control of all wearables and interfacing to the
communication means conveying all the appropriate data. This work is in the framework of
Task 3.2 Data Gathering Platform Implementation (leaded by ICCS and CORE, LIBRA
participating). ICCS contributes towards the realization and the implementation of the data
gathering platform and it is responsible of collecting all the data in, normalize it in a single
format and make it available for further process and in the Dig_IT platform described in D3.1,
while partners provided the necessary input.

2. Introduction

The objective of this work is to present in detail the design of the data gathering platform,
implemented on top of all the field devices of the project, such as the sensors, permitting
processing and application control of wearables and interfacing to the communication means
conveying all the appropriate data. MQTT broker is used for managing and monitoring inputs
from different sensors and consolidating them in the 10T Dig_IT platform (described in D3.1),
bringing more efficient information distribution and having increased scalability.

3. Data gathering platform implementation

The data gathering platform is the core part of the Dig_IT platform described in Deliverable 3.1
and shown in Figure 1. It consists of various interfaces implemented both for gathering data
from various kinds of sources and for exporting data to different destinations. The data comes
from various sources and forwarded to various destinations using a lot of methods including
MQTT and Kafka brokers, APIs, and timescale databases. Thus, corresponding connectors
must be implemented to support all these operations.
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Figure 1: Dig_IT platform architecture.
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3.1.Architecture

Figure 2 shows the variety of data sources used by the data gathering platform implemented
on top of all innovative field devices of the project, such as the sensors, and that will allow on-
board processing, low level and application control of all wearables and interfacing to the
communication means conveying all the appropriate data.

The main data sources are Sensors’ data, Machine learning models’ data and data from
external sources. Regarding the sensor’s data, there are a lot of several types of sensors and
various project partners engaged in data producing and sharing. For example, stationary data
gathered by SINTEF, and contains data from sensors measuring temperature, humidity, PM25,
PM10, concentration of CO, NO2 and NH3. On the other hand, personal data gathered from
ICCS by using the smart garment and contain measurement obtained by wristband such as
scalar and angular acceleration in three axes, the percentage of oxygen saturation in blood,
the skin temperature, the heart rate in ppm, the electrodermal activity in siemens, the raw PPG
and the keywords from the earplug. Simultaneously, it gathers environmental (concentration
of CO, NO2 and NH3), noise (noise level in dB) and UWB data such as quality factor and
location X, y, z coordinates.

Other sensors’ data includes geotechnical data such as data coming from piezometers and
inclinometers gathered by SUBTERRA and they are forwarded to Schneider’s aggregator.

Data gathered by ICCS are directly sent to the data gathering platform and saved in atimescale
database while the rest data initially concentrated by an aggregator implemented by Schneider
and from this point, they are then sent to the data gathering platform. Moreover, legacy data
and data from TAU are concentrated by Schneider’s aggregator. To be used from advanced
machine learning and artificial intelligent algorithms, external data are concentrated which are
prices and weather data. For example, energy prices of diesel, gasoline and LPG, mineral
prices of cooper, iron ore and gold, the exchange rate between EUR and USD, stock market
prices etc.

Finally, apart from raw or harmonized data gathered by the data gathering platform there are
some data referring to machine learning models developed by CORE (bio signal anomaly
detection predictions, predictive operation system, air-quality forecasting predictions,
predictive maintenance agents) and BRUNEL (smart scheduling predictions tool, big data
optimization and analysis). These data are the outputs of the ML models which can be used
for evaluation and prediction purposes.
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The detailed description of the measurement data comes from the different sensors installed
in the smart garment and those come from the wristband and the earplug follows:

Field SubField
smart-garment

id

t=

firmware-version
environmental

id

o

nh3

na2

ts
noise

id

ts

level
smart-wristband

id

ts

skin-temp

eda

spol

Heart_rate

accel

gyro
smart-wristband-raw-ppeg

id

t=s

raw-ppe
uwh

id

ts

Fi

¥

z

guality-factor
keyward

id

ts
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3.2.Data model

Type

string
integer

string

string
float
float
float
integer

string
integer
float

string

integer

float

float

integer

integer

[integer, integer, integer]

[integer, integer, integer]

string
integer
integer[1500]

string

integer
integer
integer
integer

integer

string
integer

integer

Example

TACACSS88330
1663920426
1.0.5

267ADE3521396C
1.7127225390017334
Q
10
1663520444

BAGFADBF3I747A1
1663920427
45.950000762939453

0CE55848140162
16635920426
27.25

Comment

Iandatory. Sent in every packet
Identification of the device

Unix Timestamp of packet transmissian
Device's Firmware version
Optional. Qnly if values available
Identification of Measurement
o measurement in ppm

nh3 measurement in ppm

no2 measurement in pph

Unix Timestamp of measurement
Optional. Only if values availakble
Identification of Measurement
Unix Timestamp of measurament
Noice level in dB

Optional. Only if values available
Identification of Measurement
Unix Timestamp of measurement
Skin Temperature in Celcius

0.029929293329447746 Electrodermal activity in siemens

0
83

[177,35,1004]

[286,2302,322]

0Ce53848140162
16635920424

Owygent saturation in blood in %

Heart rate in ppm

Scalar Acceleration [x_axis,y_axis,z_axis)
Angular acceleration[x_axis y_axiz,z_axis]
Optional. Qnly if values available
Identification of Measurement

Unix Timestamp of measurement

i2160,52162,52162,5215 Raw PPG values

8454CA19E74B84
1663920427
1000
-2000
5000
70

BAGFADBF3747A1
1663520427
2

Figure 3: Measurement data

Optional. Qnly if values available
Identification of Measurement
Unix Timestamp of measurament
Location in x axis

Location in y axis

Location in z axis

IWeasurement Quality

Optianal. Only if values available
Identification of Measurement
Unix Timestamp of measurement

Index of keyword

To simplify the data exchanging among various interfaces, sources and sinks, the usage of a
common data model was decided between the various partners engaged in data collection
and transmission processes. The proposed data model is in JSON format and has the following

structure.

Common data model

e id: Message unigue identifier (UUID).

o example: {UUID}

e type: Message Type.

o example: SensorMeasurement
e name: String name given to device, message, etc.

o example: CPB2
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o description: Description of measurement
o example: "Piezometer and Earth pressure cell measurement"
o dateCreated: ISO 8601 timestamp
o example: {date}
e data: Json array
o [
= propertyName: string
= example: temperature
= valueType: string
= example: number
» value: depends on valueType, can be number, string, number array, currency
etc
= Example: {value}
o ]
e Metadata: Json array
o [
= propertyName: string
= example: provider
» valueType: string
=  example: string
= value: depends on valueType, can be number, string, number array, currency
etc
= Example: {Mine Name}

MQOTT Topic

The JSON messages formatting by using the above data model is published to a specific topic
of the MQTT message broker to be available for consuming from the MQTT client initiated in
the data processor and distribution component. For differencing between various monitor units
and specific sensors, a dedicated MQTT topic was selected for each sensor following the
structure below.

MQTT Topic: /device/sensor/{sensorld}/

sensorld is the unique identifier for each sensor which will be imported in the topic. Not to be
confused with the id inside the JSON which is the unique identifier of the measurement of the
sensor (different for each measurement).

To demonstrate the usage of the data model and the MQTT topic used in data exchanging two
representative examples follow:

e Examplel

MQTT Topic: /device/sensor/{sensorld}/

12



{
"id": {UUID},
"type": "SensorMeasurement"”,
"name": "CPB2",

"description": "Piezometer and Earth pressure cell measurements",

"dateCreated": {date},
"data":[
{
"propertyName": "pressure”,
"valueType": "number",
"value": {value}
2
{
"propertyName": "temperature"”,

"valueType": "number",
"value": {value}

2
{
"propertyName": "piezometer",

"valueType": "number",
"value": {value}

}
1,
"metadata": [

{

"propertyName": "location",
"valueType": "point",
"value": [{value}, {value}]

2

{
"propertyName": "provider",

"valueType": "string",
"value": {value}
}

]
}

e Example 2

MQTT Topic: /device/sensor/{sensorld}/

{
"id": "8c6d9486-8c4f-47a8-9d55-

c0af7208110d",
"type": "SensorMeasurement"”,
"name": "SensorName",
"description": "EHS bundle",
"dateCreated": {date},
"data":[
{

"propertyName": "temperature",

13
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"valueType": "number",
"value": {value}
2

{
"propertyName": "humidity",
"valueType": "number",
"value": {value}

2

{
"propertyName": "pm2.5",
"valueType": "number",
"value": {value}

2

{

"propertyName": "pm210",

"valueType": "number",
"value": {value}

2

{
"propertyName": "co",
"valueType": "number",
"value": {value}

2

{
"propertyName": "NO2",

"valueType": "number",
"value": {value}

}I
{

"propertyName": "NO2",
"valueType": "number",
"value": {value}
}
1,

"metadata": [

{

"propertyName": "location",
"valueType": "point",
"value": [{value}, {value}]

2

{
"propertyName": "provider",
"valueType": "string",
"value": {value}

}
]

14
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3.3.Interfaces

To simplify the process of gathering the data from various sources and provide a scalable and
extendable solution, the following approach was adopted. An update of Dataprocessor and
Aggregator has been made so that it can support multiple data routes, transformations, and
Connectors. The new implementation is based on Apache Nifi which provides a reliable way
to process and distribute data.

Regarding the implementation, all functions needed for the DataWareHouse are implemented
separately and grouped in Process groups. The two main process groups are the data readers
and data writers. Data writers are responsible for sending data to TimescaleDB, Kafka or
MQTT. Data readers are responsible for reading data from TimescaleDB, Kafka or MQTT.
For each data packet coming from MQTT a new flow file is created with all the information of
the packet. Information of the flow file is extracted and validated, at each stage of the
processing and the information is processed and routed to a configured data destination,
where the system frees this specific flow file. The various connectors of ICCS Platform some
are (MQTT, KAFKA, Timescale Connector for garment) and others will be implemented the
coming months (MQTT, KAFKA, Timescale Connector for Schneider, ML, Subterra, External).
Each connector is a process unit in Apache Nifi and the corresponding flow file needs to be
directed to it. This implementation gives ICCS Platform the ability to support naturally an
arbitrary number of new Connectors and data sinks and the ability to update it on runtime and
not only on compile time. So, any new Connector, or any new data processing unit that will be
needed, can be pushed to the production server with zero downtime.
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3.4.Functions

MQTT publishing data. After discussing with all partners engaged in data exchanging, it was
decided the adoption of a common data model that will be used for the data that will be
imported to the Data warehouse. All data coming to the data gathering platform must follow
the proposed JSON schema and must be published to a topic in a MQTT broker. This topic is
dedicated to a specific IoT device and the data from this sensor published to the broker through
the MQTT protocol. Regarding the connectivity with the MQTT broker, which has been
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deployed, ICCS shares with each partner the configuration that must be performed to connect
and publish messages to the broker. It is reminded that the same approach followed to
exchange ML models’ outputs with the relevant partners. Thus, an example configuration
regarding BRUNELL partner follows:

MQTT host: X.X.X.X
PORT: XXXX
username: {user}
password: {pass}

CAFILE: ca.pem
CERT: client.pem
KEY: client.key

Example subscribing to all topics with mosquitto client:

mosquitto_sub -h X.X.X.X -p XXXX -t '#' --cafile ./ca.pem --cert
client.pem --key client.key -u user -P pass

Data storage. Eventually, the data comes from the sensors’ field, the external data, the legacy
data, and the outputs of the ML models stored to a timescale database. The schema of the
timescale database for the data gathered by the smart garment is shown in figure 12.
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Figure 12: Timescale DB Schema.
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Deliverable D3.2

4. Conclusions

This deliverable provides a detailed description of the data gathering platform that will be
implemented on top of all innovative field devices of the project, such as the sensors, and that
will allow processing, low level and application control of all wearables and interfacing to the
communication means conveying all the appropriate data. This work is in the framework of
Task 3.2 towards the realization and the implementation of the data gathering platform for the
collecting and normalizing all the data and their availability for further processes in the Dig_IT
platform described in D3.1. As presented, the proposed data gathering platform with the
proposed data formats and mechanisms, support the collecting of several types of data, the
processing, normalization, and storage of them in a generic format and conceptual framework,
to use them in diverse needs. The proposed data gathering framework is flexible,
interoperable, and easily extendable to new data sources.
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